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Research Aim

Digital Imaging and Communications in Medicine

The main focus is to provide secure medical
Image transaction as the exchange of “medical
reference data” done via unsecured open
networks leads to the condition of changes to
occur in medical images and creates a threat

which results in undesirable outcome.
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Origin of the Problem

Digital Imaging and Communications in Medicine

» Modern Health care Infrastructure.

» Easy access of medical information.

» Maintenance of Electronic Health record.
» Sheer amount of database.
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Need for Medical Image

Security

To avoid:
> False insurance claim.

» Distribution of famous persons reports to
tabloids.

» Misinterpreted Telediagnosis results.
» Escaping from crime.
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Components of Medica

Image Security

SECURITY

CONFIDENTIALITY RELIABILITY AVAILABILITY
INTEGRITY AUTHENTICITY
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Digital Watermarking

Technigque

Digital watermarking Is a steganographic
technique which concentrates on providing
authentication, copyright protection and

ownership identification.
Features:

v Imperceptible

v Robust

v' Oblivious/Non-oblivious
v' Payload size
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Classification

Type of
Document Perception

Spatial Frequency

Text Image Audio Video _ &
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_ B

» Cover Content:
» Secret message:

» Domain:
»> Types:

4/1/2013

Secure

Tran

Medical Data

EPR, Doctors ID,
Hospital logo, UIN.

Spatial & frequency
ROI/RONI based
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Data Hiding Technique %DICOM

Cryptographic  techniqgues can be
combined with Digital watermarking to
Increase the level of security.

Features:
v Key generation
v’ Computational efficient
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Performance Metrics

4/1/2013

Digital Imaging and Communications in Medicine
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SELECTIVE PLANE REPLACEMENT

WATERMARKING
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Proposed Block Diagram
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Embedding Process -

-
A | g O r I t h m Digital Imaging and Communications in Medicine

Step 1: The input medical image undergoes bit plane slicing. Image is partitioned to
eight planes (LSB-MSB).

Step 2: Hospital logo is considered as the secret image and is the input for RSA
encryption.

Step 3: The secret image is then encrypted using the RSA encryption method,
C=Me mod n

where: C - Encrypted image, M - Secretimage e - Public key and

n - Multiplicand of prime numbers (p,q)

Step 4: The encrypted image bits replaces the MSB plane bits of the Medical image.

Step 5: The MSB plane is replaced in place of the LSB plane of the medical image.

Step 6: All the planes are reconstructed back to form the Secured Medical image.
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Extraction Process -

-
A | g O r I t h m Digital Imaging and Communications in Medicine

Step 1: The received Medical image is passed on for Bit plane slicing.
Step 2: The LSB plane is recovered and applied for RSA decryption.

Step 3: The secret message is retrieved from the LSB plane using the
RSA decryption method, where
M=Cd mod n
Where: C - Encrypted Image
d - Private Key
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Simulation R

Digital Imaging and Communications in Medicine
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Simulation

Digital Imaging and Communications in Medicine
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Simulation F
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Merits of Scheme |

»Can be applied for all types digital Medical Images.
»Size of the payload is flexible.
»ROI of the image is not disturbed.

>»Withstands various attacks.
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STREAM CIPHERED SPREADING

WATERMARKING
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Proposed Block Diagram

Digital Imaging and Communications in Medicine
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Embedding Process -

-
A | g O r I t h m S Digital Imaging and Communications in Medicine

Step 1. ROI portion is extracted from the medical image.

Step 2:64 bit - PRNG sequence is generated and the bit stream is divided into groups
of eight bits to form eight 8 bit key sequences.

Step 3:  The ROI portion is divided into 8x8 blocks and each pixel is multiplied with

the 8 bit key sequences and encrypted using stream ciphering technique .

Step 4: The same 64 bit random binary sequence is used for generating the Diffie

Hellman Key generation.

Step 5: The key generated by the Diffie Hellman algorithm is added to every
encrypted stream ciphered pixel Values thereby the Encrypted portion of ROI is

obtained which acts as the Watermark.

Step 6: A pseudo random key generated from the medical image is used for
spreading the encrypted watermark on to the medical image to generate the

watermarked medical image.
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Extraction Process - Algofithais (88 ).

Digital Imaging and Communications in Medicine

Step 1: The correlation between the received watermarked image and the
Pseudo random sequence is calculated.

Step 2: The correlation value is used as the threshold for despreading the
watermark.

Step 3:The obtained watermark is decrypted by the Diffie-Hellman algorithm
key and the 64 bit sequence.
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Simulatio

Digital Imaging and Communications in Medicine
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Performanc
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Merits of Scheme ||

»Can be applied for any Medical Image.
»ROl is ciphered to act as the watermark.
»Payload size is flexible.

>»Withstands various attacks.
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Conclusion

Digital Imaging and Commun

The approach of providing security to medical
Images by combining Digital watermarking and
data hiding techniques Is an added feature to
the distribution of DICOM standard images.
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Thank you for your attention!!!
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