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Extended Image Life
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$#DICOM

Application

Acquire Images Technologist  In hospital Modality
QA Images Technologist / In hospital PACS
PACS Admin
Read Images Radiologist In hospital PACS
Get Prior Exams  Radiologist In hospital, get from PACS
remote location
Review Images Referring Remote physician office  Lightweight
Physician viewer
Review Patient Attending In hospital EMR
Record Physician
Physician Rounds Care Team In hospital and Web Portal
telepresence
Archive regionally Technologist/ In hospital to remote PACS
PACS Admin
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Tertiary Image Lifecyc
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s*DICOM

Digital Imaging and Commu

Problems in a Global Space

 Network Security

« How do we encrypt in transit?
 How do we authenticate and authorize?

* Network Performance

« How do we negotiate protocols fast?

« How do we deal with low bandwidth and high latency
connections?

 Understanding DICOM

« How do we cross the big gap for non-medical imaging
solutions?

How do we do this today outside of medical imaging?
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The Internet sDICOM

Digital Imaging and Commun

Therise of the Hypertext Transport
Protocol (HTTP) delivers an effective
means to transfer images. But how?
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Internet File Transfer sDICOM

Digital Imaging and Commun

« HTTP/1.1is ubiquitous; readily available
tools that form the foundation for data
communication in the modern world

 Request/response protocol in the
client/server computing model

e Can be streamed, multi-threaded
« Can resume after interruption

 Caching, authentication, and authorization
all part of standard
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Photo
 Height and width
URL to retrieve
Caption
Tagged people
Location

Date and time
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Album

* Name

« Collection of images
 Cover photo

* Description

* Privacy

* Place
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Weibo Image Hierarchy
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Each user contains x albums, which contain y photos.
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&FDICOM

Digital Imaging and Communications in Medicine

Weibo API

G iE - FFFE WHY/en  (http:/iopen.weibo.com/wiki/API%EG%96%87%EG%AL%A3/en)

API
Timeline API

statuses/public_timeline Return the latest public weibos.

statusesifriends_timeline Return the authenticating user's and his friends’ latest weibaos ( Alias: statues/ihome_timeline)
statusesiuser_timeline Return the authenticating user's latest weibos.

statuses/mentions Return the authenticating user's mentions

statusesicomments_timeline Return comments of the authenticating user made and received
statuses/comments_by_me Return comments made by the authenticating L JSON Example

statuses/comments_to_me Return comments the authenticating user recei
[

statusesicomments Return the weibo's comment list by the weibo 1D ( :
statuses/counts Return the comment counts and repost counts of a list of w | e N T TS S B b SR REIAY e A R AT HPE S T B

statuses/repost_timeline Return the |atest of repost weibos of a original wei; HRURRTEEHMTR! ™ ]
! truncated” : false, '

statusesirepost_by_me Return the latest repost weibos of authenticating us | "in_ripisg_m_ﬂtawﬂ_id" EE 3
! "annotations” : ]
statusesiunread Return the authenticating user's unread weibo count ; [

statusesireset_count Reset unread weibo count i 1. i
: "in_reply_ to_screen_name™ : "", '
[ "geo™ : null, g
! "uger" : d
i { i
I "name” : "EIREED", I
[ "profile_image url" : "http://tp3.sinaimg.cn/1676792542/50/1284648784", g
] "created_at™ : "Wed Dec 30 00:00:00 +0800 2009™, ]
i "province™ : "51", i
; "location™ @ "Ml EEERT ;
| 1, |
"favorited” : false, :
"in_reply_to_user id" : "",
mid"™ : 3978753419,
"spurce” : "<a href=\"http://t.3inaz.com.cnh\" rel=\"nofollow\ ":$RiEc "

emaotions Emaotion linterface, return the emotion list
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What are APIs? REST?

 Application Programming Interface

« Methods to access an application’s data
and workflow without using the
application’s user interfaces

« REpresentational State Transfer

 An architectural style for standardizing
data and workflow operations over HTTP

e Scalable, fault-tolerant, recoverable,
secure, and loosely-coupled
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Three Levels of REST

e Level 1: Resources
e Level 2: Verbs
e Level 3: HATEOAS
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Level 1: Resou

/patients

/patients/bob
/patients/bob/reports
/patients/bob/reports/1
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Resource Returns

A list of all patients

Details about “Bob”

A list of all Bob’s reports
Details about Bob’s first report

DICOMweb™ — Brad Genereaux
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Level 2: Verbs

Digital Imaging and Communications in Medicine

GET /patients/bob/reports/1
POST /patients/bob/reports/1
PUT /patients/bob/reports/1
DELETE /patients/bob/reports/1
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Returns details about Bob'’s first report
Creates a new report with an ID of 1
Updates report ID 1 with new information
Deletes report 1
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Level 3: HATEOAS

&FDICOM

Digital Imaging and Communications in Medicine

Hypermedia as the engine of application state

"ids" ¢ ]
12345678,
87654321,
11223344
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=)

"links":

[

"rel": "Reports",
"href": "https://
mw rel w : "Appts w ,
"href": "https://
"rel": "LabS",
"href": "https://

.../reports/12345678"

.../appts/87654321"

.../labs/11223344"
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Back to Medical Imagi
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Medical Imaging

Instance
e |nstance UID

* Height
 Width
 Position
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Series

Series UID
Modality
Description
Series Number
Body Part

Study UID

Date of Study
Description
Refer Physician
Accession
Availability
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Medical Imaging H

[ Patient ]—

2
)

Series y
N lnnl]
Study x
N9 }
Each patienthas x studies, which has y series,
which has z instances.

... and could have f frames.
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s*DICOM

Digital Imaging and Commun

Introducing DICOMweb ™

 Web standard for medical imaging

 Covers basic imaging interactions
 Query via QIDO-RS
* Retrieval via WADO (-RS, -URI, -WS)
e Storing via STOW-RS

DICOMweb™ is a copyright of the National Electrical Manufacturers Association,
Secretariat, DICOM Standards Committee. All rights reserved.
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DICOMweb™

Digital Imaging and Communications in Medicine

Help | Logout

Eav Medical Systems
D
P o . T z
& la = e l: B = °
Imaging
Peter Podnik -
. Male = PODNIK, PETER (M) ID: 27 DoB:Jan 1, 1933

p 77 Years
. 2

Alert: Follow-up Required!

XC - dermatology
study

XC - dermatology
study -wound

PCP: Drake Ramoray
DOB: January 1, 1933
Last Vi Sept. 26, 2009
Next Visit: Unscheduled
Total Encounters: 68
Total Imaging records: 14
Allergies: Gluten, Egg

ES, XC - No
Description

GM - Pathology

ES - Endoscopy
CT - CT LUMBAL WZ

CT - LUMBAR SPINE
W/O CONTRAST

CT - LUMBAR SPINE
W /O CONTRAST

MR - MR SPINE
TUMOR

CT - CT L-SPINE

CR - RX LWZ

Acn: X-6839996136 Feb 26, 2014 11:39 AM

Acn: X-9389413191

Feb 26, 2014 11:37 AM

: Videg Aug 14, 2013 11:59 PM

O03 4:20 PM
2:00 PM

Nov™®9, 2001 2:00 PM

Acn: 55555586 Oct 22, 2001 8:19 AM

Acn: 63484 Oct 10, 2001 3:52 PM

Acn: 55555587 Oct 9, 2001 11:56 AM

Acn: 62366 Oct 6, 2001 3:24 PM
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REHEYE
(WADO-RS)

(STOW-RS)

Store
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Digital Imaging and Communications in Medicine

User (clinician)

Client (browser)

DICOMweb™ APIs

Backend Infrastructure (DICOM)

Server
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Compatible

sEFFDICOM

Digital Imaging and Communications in Medicine

Query C-FIND QIDO-RS

Retrieve C-MOVE WADO-RS

WADO-WS
WADO-URI

Store C-STORE STOW-RS
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Query by IDs for DICOM Objects using RESTful
Services

Web Access to DICOM Objects using RESTful
Services

WADO using WS-* Services (SOAP)
WADO using URI

Store via the Web using RESTful Services
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Web-friendly Structures sDICOM

Digital Imaging and Communications in Medicine

<DicomAttribute Tag="00080020" VR="DT" Keyword="StudyDate">
<Value number="1">20130409</value>
</DicomAttribute>
<DicomAttribute Tag="0U0800N61" VR="CS" Keyword:-"ModalitiesInStudy">
<Value number="1">CT</value>
</DicomAttribute>
<DicomAttribute Tag="00100010" VR="PN" Keyword="PatientName">
<PersonName number="1">
<SingleByte>
<FamilyName>Doe</FamilyName>
<GivenName>John</G.venName>
</PersonName>
</DicomAttribute>
<DicomAttribute Tag="0020000D" VR="UI" Keyword="StudyInstanceUID">
<Value number="1">
1.2.392.200036.9116.2.2.2.1762893313.1029997326.945873
</Value>
</DicomAttribute>

XML
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Web-friendly Structures sDICOM

Digital Imaging and Communications in Medicine

"00080020": {
"vr": "DT", "Value": ["20130409"]

)
4

"00080061": {
"erp o "CS", "Value": ["CT"]
b
"00100010™: {
"vr": "PN", "Value": [ {
"Alphabetic": {
"Family": ["Doe"], "Given": ["John"]
}
H]

by
"0020000D™: {

"Vr" : "UI", "Value" : [
"1.2.392.200036.9116.2.2.2.1762893313.1029997326.945873"

JSON
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Discovery via QIDO-RS

Digital Imaging and Communications in Medicine

38 /studies?...
38 /studies/{studyUlID}/series?...

38 /series?...

-]

0 )
-]

38 /studies/{studyUID}/series/{seriesUID}/instances?...
=38 /studies/{studyUID}/instances?...

=3 /instances?...
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Look up studies (i.e, for a particular patient)

Look up series in a study

Look up series (i.e., for a particular patient)

Look up instances for a study/series

Look up instances by study

Look up instances
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QIDO-RS Example
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Retrieve via WADO-R

Digital Imaging and Communications in Medicine

Istudies/{StUID} Retisve an indvidual study
Istudies/{StUID}/series/{SeUID} e ——
/studies/{StUID}/series/{SeUID}/instances/{InUID} Retrieve an individual instance

Istudies/{StUID}/series/{SeUID}instances/{InUID}/frames/{FrameList}

Retrieve individual frames

/studies/{StUID}Ymetadata Retrieve study meta-data
{BUIkDataU RL} Retrieve bulk data items
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WADO-RS Examy

for the Abdomen

Show me images}
CT

(A

http://server.com/studies/
1.2.3/series/4.5.6/
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&FDICOM
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Upload with STOW-RS

fStUdiESf{StUl D} Stores a set of instances
Istudies/

Stores a set of instances
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STOW-RS Example
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WADO-URI §)ICOM

« Similar to WADO-RS, but with one
resource and all URI parameters

* http://server.com/wado/?requestlype=
WADO&studyUID=1.2.1.2&seriesUID=1.
3.1.1&objectUID=1.4.1.4

 One object at atime

« Supports rendering of objects in web
formats, without metadata

* Also known as “plain” WADO
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http://server.com/wado/?requestType=WADO&studyUID=1.2.1.2&seriesUID=1.3.1.1&objectUID=1.4.1.4
http://server.com/wado/?requestType=WADO&studyUID=1.2.1.2&seriesUID=1.3.1.1&objectUID=1.4.1.4
http://server.com/wado/?requestType=WADO&studyUID=1.2.1.2&seriesUID=1.3.1.1&objectUID=1.4.1.4

WADO-WS §)ICOM

 Access to DICOM objects via SOAP
« “Simple Object Access Protocol”
 Used In IHE XDS-I transactions

« XML —HTTP based protocol

 Supports rendering of objects in web
formats

* Retrieves and filters metadata
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Coming Soon in DICOMweb ™, = »)(®[0] .7

« WADO-RS to include rendering
 Currently only a feature of WADO-URI, -WS

* Discovery of server capabilities via
“Server Options”

 Web workflow via Unified Procedure
Step for RESTful Services (UPS-RS)
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In Summary
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Other modalities Regional archives

Foreign studies
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Thank You! "DICOM

maging and Communications in Medicine

Questions?
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