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Introduction/Scope

In recent years, regulations concerning security and privacy have become increasingly prominent across countries and regions. For instance, the European Union enforces the General Data Protection Regulation (GDPR), the United States has introduced FDA Cybersecurity Guidance, and China has enacted the Data Security Law (DSL), Personal Information Protection Law (PIPL), and Cryptography Law. These laws require hospitals and medical device manufacturers to strengthen the confidentiality, integrity, and authenticity of medical data and personal information. Take China as an example: Under the requirements of the Cryptography Law, cryptographic security assessments are carried out on core information systems such as PACS in big hospitals, which are required to utilize cryptographic technologies to protect data confidentiality and integrity and support electronic signatures for medical documentation. China NMPA (National Medical Products Administration) is also having more and more requirements during medical device registration regarding security capabilities such as protecting data confidentially and integrity protection at rest and in transit.

Meanwhile, the digital signature and media storage security content in the DICOM standard were defined many years ago, making much of the content not up-to-date. Some legacy cryptographic algorithms are still in use, and there is a lack of support for modern cryptography technology. This makes it challenging for manufacturers to develop interoperable products to meet the growing security and privacy regulatory requirements in the healthcare industry.

This proposal focuses on Digital Signature and Media Storage Security in DICOM spec.

DICOM PS3.3, Section C.12.1.1.3 introduces Digital Signatures Macro and links to Digital Signature Profiles defined in PS3.15, Section 6.3. Digital signatures are used to protect the integrity of DICOM objects and to provide assurance about the source of the data (authenticity). They are particularly important in scenarios where DICOM objects are exchanged across systems or stored long-term, ensuring that the data remains unchanged and trustworthy. 

DICOM PS3.10, Section 7.4 introduces Secure DICOM File Format, which is further supported by Media Storage Security Profile in PS3.15, Section 6.4. The Secure DICOM format provided data confidentiality, integrity and optionally authenticity for DICOM media storage based on CMS (Cryptographic Message Syntax), with the details on implementation regarding data format, cryptography algorithm, and key management defined in the Media Storage Security Profiles. 

Limitations of Current Standard

In Digital Signature Profiles (PS3.15, section 6.3) and its normative descriptions (PS3.15, Annex C), there are a total of 4 profiles:
· Base RSA Digital Signature Profile (PS3.15, Annex C.1),
· Creator RSA Digital Signature Profile (PS3.15, Annex C.2),
· Authorization RSA Digital Signature Profile (PS3.15, Annex C.3), and
· Structured Report RSA Digital Signature Profile (PS3.15, Annex C.4).
All these profiles define RSA as their underlying digital signature scheme. However, this limits cryptography agility and interoperability due to lack of support for modern, efficient algorithms like Elliptic Curve Cryptography (ECC).

DICOM PS3.10, Section 7.4 introduces Secure DICOM File Format. In Media Storage Security Profile (PS3.15, Section 6.4) and its normative descriptions (PS3.15, Annex D), currently only one security profile is defined, i.e., the Basic DICOM Media Security Profile, which specifies content encryption with either Triple-DES (3DES) or AES, and key transport via RSA or password-based mechanisms using PBKDF2 for key derivation and 3DES/AES for wrapping. However, the limitations lie in the reliance on outdated or less flexible cryptographic primitives:
· In the current Basic Media Storage Security Profile, it supports 3DES or AES for symmetric key transport. But, 3DES is no longer treated as secure and it is deprecated by NIST(see NIST 800-131A, 3DES is only allow for decryption for legacy use, while encryption is totally disallowed as of 2023). 
· In addition, for PKI based key establishment, currently only the old-fashioned key transport method based on RSA is supported. Considering the need for cryptography agility, both Key Agreement (e.g. DH, ECDH) and Key Encapsulation Mechanisms (KEMs) are proposed to be added. Key Agreement can provide forward secrecy, which is critical for long-term medical archives, while KEMs are modern primitives for securely encapsulating symmetric keys using asymmetric cryptography, which are essential for quantum-resistant cryptography and are more flexible than traditional key wrapping. All three mechanisms above have already been supported in CMS and can be considered to be introduced here.
· The current Media Storage Security Profiles target at protecting both confidentiality and integrity. It first generates CMS digest-data content type or signed-data content type to protect integrity though digest or digital signature and then use CMS envelope-data content type to encrypt the content. This mechanism is relevant old and inefficient by splitting encryption and integrity checking with two separate steps. Nowadays, AEAD (Authenticated Encryption with Associated Data) such as AES-GCM or AES-CCM are widely used to protect confidentiality and integrity together, and modern hardware have native support for their computation acceleration. Meanwhile, CMS has also been extended to support AEAD with authenticated-enveloped-data content type defined in RFC 5083, so it is recommended to also support this to protect DICOM media storage. 
Description of Proposal
This proposal recommends upgrades to current DICOM Digital Signature Profiles, as well as the Secure DICOM File Format and DICOM Media Storage Security Profiles. 
Regarding DICOM Digital Signature Profiles, we propose to include digital signature algorithms such as ECDSA (Elliptic Curve Digital Signature Algorithm) and EdDSA (Edwards-curve Digital Signature Algorithm) in addition to RSA in the current spec. The addition of ECDSA and EdDSA based digital signature profiles to DICOM PS3.15 Annex C can improve interoperability of current digital signature profiles and enhance the security and efficiency of digital signatures in medical imaging applications. The current Annex C profiles rely solely on RSA-based signatures, which require larger key sizes and signature sizes, and incur higher computational overhead compared to elliptic curve-based alternatives. Specifically, the signature size of ECC-based signatures is more than 60% smaller than that of RSA-based signatures. The signing speed of ECC-based signatures is generally 10-30 times faster. Therefore, for resource-constrained devices with limited battery life or slow CPU, ECC-based signatures are more beneficial. For PACS that need to deal with lots of signature operations, ECC-based signatures can also save its processing resources and time.
ECDSA and EdDSA offer equivalent or superior security with smaller key sizes, faster signature generation and verification, and resilience to certain implementation vulnerabilities, making them well-suited for resource-constrained medical devices and modern healthcare IT environments. Adopting these algorithms aligns with industry trends, as evidenced by their inclusion in NIST FIPS 186-5, RFC 6979 (for ECDSA), and RFC 8032 (for EdDSA), and their use in protocols like TLS 1.2 and TLS 1.3, ensuring future-proof interoperability and compliance with evolving cryptographic standards.
This proposal would recommend EdDSA and ECDSA as specified in NIST FIPS 186-5: Digital Signature Standard with elliptic curves specified in NIST SP 800-186: Recommendations for Discrete Logarithm-based Cryptography: Elliptic Curve Domain Parameters. Specifically, we recommend ECDSA and deterministic ECDSA as specified in NIST FIPS 186-5 with the following elliptic curves: Curve P-224, Curve P-256, Curve P-384, Curve P-521. We recommend EdDSA as specified in NIST SP 800-186 with the following elliptic curves: Edwards 25519 and Edwards 448.

Regarding Media Storage Security, in this work item we propose the following updates:
· Propose to phase out obsolete algorithms such as SHA1 and 3DES, which are considered weak or even insecure. Propose to allow newer algorithms including SHA3 for digest and ECDSA/EdDSA for digital signature as they are widely adopted in industry. 
· CMS provides 4 key management technologies, i.e., key transportation, key agreement, pre-distributed symmetric key (KEK), and password based key generation. RFC 9629 further allows use of key encapsulation mechanism (KEM). The current Basic DICOM security profile only supports 3 mechanisms. Since DICOM file encapsulation inherently uses CMS to encapsulate DICOM file to be secure DICOM file, we propose to allow key agreement and KEM to align with CMS and for better cryptography agility, especially considering that KEM is the main mechanism for post quantum cryptography. 
· Propose to add another security profile to allow using CMS authenticated-envelop-data content type with AEAD (Authenticated Encryption with Associated Data) such as AES-GCM/CCM (RFC-5084) to protect confidentiality and integrity simultaneously. 
With relevant to the above proposed change, the DICOM Conformance Statement in PS3.2 and Media Storage Application Profile defined in PS3.10 may also need to be adjusted accordingly.
Finally, while aiming to introduce new possibilities through advances in cryptography technology, this update will make every effort to maintain backward compatibility without introducing breaking changes. For example, legacy algorithms will continue to be supported, but only for backward compatibility purposes.
Parts of Standard Affected
This work item will affect PS3.2, PS3.3, PS3.10, PS3.11, and PS3.15 of the DICOM standard.
Resources & Timeline
About 12 people are active in Working Group 14. Essien Ge, Alexander Zhang, and Jeroen Medema from Philips have volunteered to work on writing this supplement. It is estimated that this work will take several months. A first draft should be available by May 2026.
Members of WG14 anticipate that two hours of Working Group 6 meeting time will be required on four occasions during 2025/2026 to review and approve an early draft as well as public comment, letter ballot, and final text versions of the supplement, after having discussed the proposal in WG14 extensively.
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